1| 

sz 
.52 O 
Q 






c 

CD 
C 

o 
O 



Q 



(0 

CO 

Q 

CD 

co 
c 

CD 
O 



Q 



CD 

CD 
CO 

c 

CD 
O 



CD 

O 
0) 

o 
< 



O) 




0 




CO 


Ol 


c 


in 


ice 


se 


i 


CO 


ed 


tab 




CO 


CO 
CO 


Q 







CO 

-J ^ 

=>8r 

Q_ Q. 



• • • • 



Input File 29a 



Dictionary 28 



Input File 



Encoding 



Encryption 



Header 
Information 



Muxing 



Output File 



Source Filter 1 8a 



Encloding Filter 18b 



Encrypting Filter 1 8c 



Header Filter 18d 



Mux Filter 18e 



File Writer Filter 18f 



Memory 
29c 



Authoring Tool 18 



Output File 29a 



Fig. 2 



• • • • 













-CS) 






COI 










_l 






Of 


CO | 




DC 


Q 




£L 


q 


Q 
Q 






<D 
CO 

c 


c 




S) s 


CD 




CQ 


DC 


CD 


-«— « 




OQ 


S(P 




Lie 


Co 


Bo 


t 

Q_ 


(pu 
















_i 












0£ 






oc 






Q 






CE 



















0 














O) 


csTj 






a 


CO 




CO 








c 


o 




Pac 


iten 


Q 




ition 


[PR- 




-+-» 

C QJ 


uor 


ent i 


Q 
>» 


quisi 


CS) S | 




o 


CO 

-4— • 


■♦— < 

c 
o 


Ke 


Aci 




O 




o 




o 






"co 


b 






c 






Digi 


KD 






Lice 


KD 



CO 
D) 



• • • • 



Package 


► 


Rendering 


12p 




Application 34 



Machine 
Info 42 



System 
Clock 46 



License Evaluator 
36 



User Info 






License 




State 


44 






Store 38 




Store 40 



Black Box 30 



PU-BB, PR-BB 



Version # 



CERT 
(Certifying 
Authority) 



DRM System 32 



User's Computing Device 14 



Fig. 4 



• • • • 



Attempt to Render - 501 



4 

Check For DRM Protection - 503 



Render - 
507 




Yes 



I 

Run DRM 
System 32 - 509 



Fig. 5A 



Hand-Over to DRM 
System - 51 1 



DRM System 32 
Assumes Control ■ 
513 



Check For Valid, Enabling Licenses J6 
In License Store 38 - 51 5 



Acquire 
License 16 
from License 
Server 24 




to Fig. 5B 



from Fig. 5A 



1 



Select Valid, Enabling License 16 From License 
Store 38 -519 






PU-BB (KD) to Black Box 30 - 521 




r 


PR-BB (PU-BB (KD)) = (KD) - 523 




r 


Hand-Over to Rendering Application 34 - 525 






Rendering Application 34 Assumes Control - 527 




r 


Rendering Application 34 Calls Black 
Box 30 to Decrypt Digital Content J2 
According to Decryption Key (KD) - 529 




r 


Black Box 30 Authenticates Rendering 
Application 34-531 




f 


Black Box 30 Decrypts - 533 






Rendering Application 34 Renders - 535 



Fig. 5B 





Check License Store 38 for 
Corresponding Licenses 16 - 601 








f 




Check Each License Signature - 603 








Check Each Valid 

License 16 for 
Rendering Rights - 
607 




Yes 



Valid, Enabling 
License 16 



Fig. 6 



Contact License Server 24 - 701 






Send License 


Request - 703 



License Server 24 Checks Request Signature - 705 



Error 




Yes 



License Server 24 Checks Black 
Box 30 Version # -709 




Yes 



Negotiate License J[6 - 713 



End 




Yes 



Fig. 7 





Generate License ^16-717 






f ■ 




License 16 to User - 719 




1 


f 


License 16 in License Store 38 - 


721 



• • • • 



Request Black Box 30-901 



Black Box Server 26 Generates 
Unique Black Box 30 with Unique 
PU-BB, PR-BB-903 



New Black Box 30 Given Access 
to Old PU-BB, PR-BB-905 



New Black Box 30 Sent To 
Requesting DRM System 
907 



New Black Box 30 Installed - 909 



Fig. 9 



• * • • 



PR-BB (PU-BB (KD)) = (KD) - 1001 


^ 


r 


KD (KD (PU-CS)) 


= (PU-CS) -1003 




f 


Validate KD (PU-CS) S (PR-CS) - 1005 




r 


Validate CERT (PU-LS) S (PR-CS) - 1007 




f 


Obtain (PU-LS) -1009 




f 


Validate S (PR-LS) -1011 




r 



KD (KD (DRL 48)) = DRL 48 - 1 01 3 



Stop 




Yes 



: k > 

KD (KD (Content)) = Content - 1017 



Fig. 10 



License 






Language 
Engine 52 
1 


E valuator 36 


1 


► 



DRL 48 



Language Tag 54 
("DRL Type") 



Language 
Engine 52 
2 



Language Engine 
Location 56 



Fig. 11 



Language 
Engine 52 
N 




C 

o 



O 
CM 



<D 
Q 

E 
o 
O 




ter 




: Adapl 


in 
m 


Host 





0) 
Q. 
CO 

"O CO 

< 

o T ~ 

CD 
> 



C 
O) 

c 

'to 

CO 
CD 

o 

O 



CM 





Q T- 

O U_ 

c 5 

2 Q 



CO 



CM 

a> 

O) 
CO 



CO 
CM 

CO 

■£ 

Q 

S: 

a — 5 

-Q § 
E 
co 



CD 
> 

Q CM 
^ CO 

to 

b u. 

"E ~ 

CO 

X 



CM 

CD 
> 

l_ 

CO 
X 



O 

E 

CD 

E 

CD 
•*-» 

co 
>1 
CO 



CNJ 



O 

a: 











CD 


















Z ^ 




CO 






CO 


in 


w 
co 




o ^ 








2 oo 

< CO 


CM 


CM 




MS 




a: w 












LU S 






BIOS 


(RAM 


OS1 




APPLIC 
PROGRA 




PROGRA 




si 



E co 



CO 



CO 



5? co 

£L Q 



co 

CO 

o g 



CO 

co 



CO 

a. 



in 
co 

CO 
O 



^0 



